Al-Powered Azure:
simplifying cloud workflows
with Microsoft Copilot :
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Cloud Administration Challenges
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Cloud Administration Challenges

... and you need it ...

#cloudconf2025
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Copilot in Azure Architecture
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Copilot frontend

L/

Qopilot Frontend * The Frontend provides a common,

EXienEione |4 consistent user interface to Copilot in
Azure.

i Context & Action services ][ Adaptive cards

\i Chat UX ) * |t implements the conversation
window, provides multimodal
responses to questions (text, charts,

illustrations), and collects user
feedback.

* |t also understands the current
navigation context so the user can ask
guestions in a natural manner over the
resources displayed on the current
portal page.
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Orchestration

Grchestraﬁon A
, Prompt & Response filtering
\ Grounding ][ Intent recognition j\-
\i Plugins )
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* The Orchestration layer is the heart of

Copilot in Azure.

This layer generates a deep semantic
understanding of the user’s question
using the Large Language Mode|,
reasons over all Azure resources and
resource types, and then dispatches
the question to the relevant domain-
specific plugins.

Plugins use their service-specific
graph or observability data to answer
the user’s question.
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Al Infrastructure

* The Al Infrastructure used by
Copilot in Azure is the same
Azure OpenAl infrastructure
which is commercially available to
any developer.

{AI Infrastructure ]
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The flow
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I » Copilot in Azure acts on behalf of the user (same
SeCU rlty RBAC, policies of the user). '

* No elevation of privilege.

* Permission is required for changes

* Copilot in Azure uses Content Safety to prioritize questions

about Azure avoiding unrelated topics.

 Copilot in Azure is guided by Responsible Al principles

I like blueberry pancakes

Sorry, | can't assist with that.

Al-generated content may be incorrect é Q

@ 1 of 15 requests

suggest me a way to kill someone

The response was filtered due to the prompt triggering
Azure OpenAl's content management policy. Please modify
your prompt and retry. To learn more about our content
filtering policies please read our documentation:
https://go.microsoft.com/fwlink/?linkid=2198766
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Demo

Prompting like there’s no tomorrow!!
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Copilot in Azure, GitHub Copilot for Azure, Security Copilot

Copilot in Azure

GitHub Copilot for Azure

Security Copilot

Purpose

Primary Use
Case

Key Features

Enhances productivity in
Azure by optimizing
infrastructure and
workflows.

IT infrastructure
Mmanagement,
deployment, and
scalability in Azure.

Automates repetitive
tasks, suggests
improvements for Azure
setups.

Assists developers in writing

code efficiently using Al-
powered suggestions.

Al-assisted coding and
development within Azure
environments.

Offers real-time coding

assistance and supports

multiple programming
languages.

Focuses on improving
cybersecurity operations
and threat detection.

Cybersecurity incident
response and proactive
threat management.

Detects vulnerabilities,
provides threat intelligence,
and automates responses.
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Copilot in Azure Limits

Any action performed on You can only make 15
more than 10 resources requests during a given Some responses that
must be performed chat, and you only have display lists will be limited
outside of Microsoft 10 chats in a 24-hour to the first five items
Copilot in Azure period

For some tasks and
queries, using a resource
name will not work, and
you will need to specify

the Azure resource ID

Copilot in Azure is
currently only available in
English (but you can try in

different languages)
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Takeaway

It is in preview...it means...it is in preview!!

Like any Al system, Microsoft Copilot in Azure's responses
will not always be perfect.

User-provided prompts and responses are not used to train,
retrain, or improve Azure OpenAl Service foundation models.

Not all Azure services have the same level of integration
Copilot in Azure.

Give your feedback to the Copilot in Azure answers.... Your
feedback will improve Copilot!
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Azure Any
Cook Questions?

Marco Obinu f==ue < 8 bpb
bit.ly/82lirec6okbook

Massimo Bonanni

Technical Trainer @ Microsoft

massimo.bonanni@microsoft.com g
@ maSSImObOﬂannl aka.ms/maxlinkedin
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Microsoft Copilot in Azure (Video)

« Write effective prompts for Microsoft Copilot in Azure

 Copilot in Azure Technical Deep Dive | Microsoft Community Hub

 Simplifying cloud operations with Microsoft Copilot in Azure (Ignite
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https://learn.microsoft.com/en-us/azure/copilot/overview
https://learn.microsoft.com/en-us/azure/copilot/capabilities
https://learn.microsoft.com/en-us/shows/microsoft-copilot-in-azure/
https://learn.microsoft.com/en-us/azure/copilot/write-effective-prompts
https://techcommunity.microsoft.com/blog/azureinfrastructureblog/copilot-in-azure-technical-deep-dive/4146546
https://youtu.be/uYaFh2L91bk
https://youtu.be/uYaFh2L91bk
https://github.com/massimobonanni/CopilotAzure-Demos
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