






What is API Management



What is API Management

Gating access with API keys, preventing DOS attacks by using 

throttling, or using advanced security policies like JWT token 

validation

Securing 

infrastructure

Offering fast partner onboarding through the developer portal and 

building an API facade to decouple from internal implementations 

that are not ripe for partner consumption

Enabling ISV 

partner 

ecosystems 

Offering a centralized location for the organization for the internal 

APIs, gating access based on organizational accounts.

Running an 

internal API 

program



API Management Terminology

APIs and Operations

Users (Groups)

Products

Subscriptions

Policies

Portals (developer, publisher) 



On-prem APIs 3rd party APIs

AZURE API MANAGEMENT

APIs on Azure Azure APIs

API consumers

Azure API Management Architecture



APP DEVELOPERS

APPS

API PUBLISHERS

Hosted anywhere.

Developed using any

technology.

BACKEND

APIs
DIRECT OR

VPN

AZURE API 

MANAGEMENT

Publisher portal

Gateway

Developer Portal

Azure API Management – Components



API Gateway

Accepts API Calls from clients

Verifies API keys and other 

credentials

Enforces quotas and rate limits

API Transformations

Caching

Logging

Publisher Portal

Define APIs and Operations

Define Products

Configure Policies

Analytics

Subscriptions

Groups

Developer 

Portal

Find available APIs

Read API Documentation

Test APIs

Create accounts and subscribe to 

products

Access usage analytics

Azure API Management – Components



Pre/Post processing and 

validation of incoming 

requests (inbound and 

outbound directions)

Can be defined at multiple 

levels:

• Global

• Operation

• API

• Product

Encapsulate common API 

management functions

• Access control, Protection, 

Transformation, Caching, …

• Mutate request context or 

change API behavior

Chained together into a 

pipeline
Can be triggered on error

Each policy is defined as an 

XML document

• Dynamic expressions are 

wrapped in @()

Defined in Publisher Portal 

(or Azure Portal)

Policies



Policy scopes

global

product

api

operation

to backend

from backend

GET /foo/bar HTTP/1.1

Host: api.constoso.com

Key: 0123456789

0123456789

/foo

/bar



Add new API and add a 
policy



Developers, Subscriptions and Products

Developers represent 

the user accounts in 

an API Management 

service instance.

Products are how APIs 

are surfaced to 

developers. 

Products in API 

Management have 

one or more APIs, and 

are configured with a 

title, description, and 

terms of use. 

A subscription is the 

most common way 

for API consumers 

(Developers) to get 

access to APIs 

published through an 

API Management 

instance (Products)



Create a product. 
Signup and subscribe for a 
product.



Pricing

Serverless, no portals



API Management Takeaways

End to end solution for managing the lifecycle of your APIs

Developers, products, subscriptions management out-of-

the-box

APIs abstraction from their implementation and 

integration with on-cloud and on-prem backend

Scenarios in which it makes sense to have a fixed monthly cost 

of managing API Management

• companies that sell services

• companies that need to modernize "old-style" APIs
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